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The recent ban imposed by the government of Turkey on Twitter, enacted on March 20,
2014, followed by a ban on YouTube just days prior to the local elections, have hindered the
fundamental rights of access to information and freedom of expression. Yet, restricting access to
the Internet in Turkey is not without precedent. The number of banned websites currently stands
at over 40,000.* These politically motivated decisions to block access to social media websites
along with recent legislative changes have caused heightened concerns over fundamental rights
and freedoms.

The pace at which the government has blocked access to websites increased with the
Turkish Parliament’s adoption in 2007 of the “Internet Law.”? Istanbul Bilgi University law
professor Yaman Akdeniz argues that, with the enactment of this law, Turkey has become the
“land of Internet censorship.” As another leading scholar, Ozgur Uckan, has observed, the
vaguely defined categories of illegal content in the law have made it easy for the government to
censor various websites promoting legitimate activism, LGBT issues, and political opposition.*

Recent legislation has given the government even greater powers to block access to

websites and online content. Amendments to the Internet Law, shuttled through the Parliament
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on February 5, 2014, stirred controversy by expanding the grounds for restricting websites.®
These amendments increased the Telecommunications Communication Presidency’s (T1B)
already problematic authority® to remove content deemed to infringe privacy,’ while reducing
judicial oversight of the blocking decisions.®

During a political rally on March 20, 2014, Prime Minister Recep Tayyip Erdogan
dismissed the negative reactions of the public and international community, claiming he would
“wipe out” or “eradicate” all platforms like Twitter and YouTube.® These remarks came days
after audio recordings that implicated Erdogan and his inner circle in a corruption scandal were
circulated on social media.'® Erdogan refuted the authenticity of the audio recordings, adding,
“Freedom does not mean the right to intrude on someone’s privacy.”*!

Hours after Erdogan’s speech, access to Twitter was restricted.'? TIB imposed the ban on

the grounds that Twitter failed to respond to a court order to remove content alleged to violate
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personal privacy.!® Twitter brought a legal challenge against the court order, expressing concern
that the content in question had accused a former minister of corruption.4

Users in Turkey, however, were able to circumvent the ban by changing the Domain
Name System (DNS) settings on their devices.™ Turkish Twitter users sent 1.2 million tweets the
night the ban was imposed,*® elevating the hashtags #TwitterisblockedinTurkey, #occupytwitter,
#turkeyblockedtwitter, and #dictatorerdogan to the list of global trending topics.!” Turkey’s
efforts to tighten the block by implementing it at the IP level failed as people got around it by
using Virtual Private Networks (VPNSs) or anonymizing tools such as Tor.8

Various groups including lawyers, journalists, and opposition parties filed complaints to
overturn the ban on the grounds that it was illegal and unconstitutional.'® An administrative court
in Ankara issued a temporary injunction instructing TIB to restore access,? yet Turkish
authorities have not restored access to Twitter.

Just one day after the Ankara court’s decision about Twitter, the Turkish government

blocked YouTube in response to a leaked conversation between the foreign minister, the head of
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the National Intelligence Agency, and various military officials allegedly discussing the
possibility of going to war with Syria.??

More attention should be given to questions on how to balance the interests of national
security, privacy, and data protection with the rights of individuals to access information and
engage in online political expression in Turkey. The relationship between social media platforms
and “privacy” concerns should be subject to further analysis, respecting the public’s interest in
the availability of political information. Communication and information flow through social
media channels is a key concern for users, and significant restrictions to access just before local
elections raise concerns about the freedom of political expression.

Importantly, Turkey does not have any comprehensive laws relating to privacy. The draft
law regarding the Protection of the Personal Data has been stalled since 2003. Though it was
drafted in alignment with the European Union’s Data Protection Directive and marked an effort
to keep up with the information age, its privacy protections are already outdated.

Privacy protection cannot be served by disregarding the values of access to information
and freedom of expression. According privacy a higher place on the information policy agenda
in Turkey is a key challenge, but in order to effectively protect privacy, the discussions should
first revisit the problematic aspects of the Internet Law. As demonstrated by these recent
episodes, the widespread availability of circumventing technologies and the ease of information
distribution has made blocking access to websites a highly ineffective policy tool. Therefore,
these ineffective and disproportionate measures should be abandoned, and more effort should be

placed on managing the delicate boundaries of fundamental freedoms like the right to privacy,
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access to information, and freedom of expression, or else the government will risk undermining

these important values.





